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Purpose

Taupo Baptist Church seeks to use digital technology, email, internet services, and electronic communications in
ways that are safe, responsible, and consistent with Christian values. This policy aims to protect church members,
staff, volunteers, and the church itself from online scams, fraud, privacy breaches, and other digital security risks.

Scope
This policy applies to:
e Church staff
e Elders and ministry leaders
e Volunteers
e Church members when interacting with church communication channels
e Any person using church-owned devices, systems, or email accounts

e Anybody communicating on behalf of Taupo Baptist Church

Guiding Principles
Taupo Baptist Church is committed to:
e Protecting personal and financial information.
e Promoting safe and responsible online behaviour.
e Preventing fraud, scams, and identity impersonation.
e Maintaining trust in church communications.

e Complying with applicable New Zealand privacy and safeguarding requirements.

Email Safety
1. Official Church Communications

Official church communications should be sent through recognised church email accounts wherever
possible. Personal email addresses will never be made pubilic.

Church leaders, staff, and volunteers should never request money, gift cards, banking information, passwords, or
other sensitive information through email or text messages alone.

2. Impersonation and Scam Emails
Members should be aware that scammers may impersonate pastors, staff, elders, or other church representatives.
Warning signs include:

e Unfamiliar email addresses.

e Urgent requests for money or gift cards.

e Requests to keep a transaction confidential.

e Poor spelling or unusual language.

e Requests for personal or financial information.



If any member receives a suspicious message claiming to be from the church, they should verify the request by
contacting the church office or the person directly using a known phone number before taking any action.

Suspicious emails should be reported to the church office immediately.

Financial Information Security
Prohibited Practices
For the protection of all parties, the following information must never be sent via email:
e Credit card numbers.
e Debit card numbers.
e Card security codes (CVC/CVV).
e Internet banking passwords.
e Online banking login details.
e Personal identification numbers (PINs).
e Copies of identity documents unless specifically requested through approved secure channels.

Church staff and volunteers must not request such information by email.

If Sensitive Information Is Received

If card details, banking credentials, or other sensitive information are received by email:
1. The information should not be copied, forwarded, or stored elsewhere.
2. The sender should be contacted and advised of the security risk.
3. The email should be permanently deleted as soon as practical.

4. Staff should encourage the sender to contact their bank if full card details, including the security code, have
been disclosed.

Password Security
Those with access to church systems should:
e Use strong passwords.
e Avoid sharing passwords with others.
e Change passwords if compromise is suspected.
e Enable multi-factor authentication where available.

Church passwords should not be written in publicly accessible locations or shared through unsecured
communication channels.

Protection of Personal Information
Personal information held by the church must be treated confidentially.

Church directories, contact lists, giving records, and pastoral information must not be shared outside authorised
ministry purposes without permission or lawful reason.

Care should be taken when sending group emails to ensure recipient privacy is protected.



Social Media

This important aspect is fully covered by our child safety policy and by our and media and social media policy.

Reporting Incidents
Any suspected:
e Scam attempt
e Phishing email
e Data breach
e Unauthorised access
e Loss of confidential information
should be reported to the Church Administrator, Pastor, or Elders as soon as possible.

Where necessary, the church may seek advice from banking institutions, technology providers, or relevant
authorities.

Training and Awareness

The church will periodically remind staff, volunteers, and members about common online scams and safe digital
practices.

Internet safety notices may be included in newsletters, emails, and other church communications as appropriate.

Policy Review

This policy will be reviewed periodically by church leadership to ensure it remains effective and reflects current
technology and security risks.



Addendum to Internet and Electronic Communications Safety Policy
Taupo Baptist Church will comply with applicable New Zealand legislation, including:
3.1 Privacy Act 2020

e The Privacy Act 2020 governs how the church collects, stores, accesses, uses, discloses, retains, and disposes
of personal information.

e The church must appoint at least one Privacy Officer. Reasonable safeguards must be used to protect
personal information against loss, misuse, unauthorised access, modification, or disclosure.

e A privacy breach that has caused, or is likely to cause, serious harm must be notified to the Office of the
Privacy Commissioner and, unless an exception applies, affected individuals as soon as practicable. The
Privacy Commissioner generally expects notification within 72 hours of the church becoming aware that a
breach is notifiable.

3.2 Harmful Digital Communications Act 2015

e Electronic communications must not be used to harass, threaten, intimidate, shame, bully, disclose sensitive
personal information without justification, or otherwise cause serious emotional distress.

3.3 Unsolicited Electronic Messages Act 2007

e Commercial electronic messages must only be sent where there is appropriate consent or another lawful
basis. Messages must accurately identify the sender and provide a functional unsubscribe facility where
required.

3.4 Crimes Act 1961

e Unauthorised access to computer systems, accessing systems for a dishonest purpose, damaging or
interfering with data, and obtaining property or financial advantage through deception may constitute
criminal offending.

3.5 Copyright Act 1994

® Copyright-protected material must not be copied, downloaded, shared, broadcast, displayed, or published
unless the church has permission, an appropriate licence, or another lawful basis to do so.

3.6 Films, Videos, and Publications Classification Act 1993

® Church devices, networks, and accounts must not be used to access, possess, distribute, store, or promote
objectionable or unlawful material.

e Other legislation may apply depending on the nature of the activity, information, employment relationship,
pastoral service, or communication involved.

Guiding Principles
Taupo Baptist Church is committed to:

protecting personal, pastoral, employment, safeguarding, and financial information;

collecting only the information reasonably required for a lawful church purpose;

using information only for the purpose for which it was collected, unless another use is authorised or lawful;
restricting access according to role and genuine ministry or administrative need;

maintaining accurate and secure records;

communicating honestly, respectfully, and transparently;

protecting children, young people, and vulnerable people in digital environments;

maintaining appropriate financial controls;



e responding promptly and openly to security and privacy incidents;
e providing education and support rather than relying solely on individual technical knowledge.

Other relevant and related policies

This policy is to be read, interpreted and applied in conjunction with other Taupo Baptist policies including but not
limited to:

Serious Misconduct Policy
Child Protection Policy

Media and Social Media Policy
Privacy Policy

Serious Complaints Policy
Serious Misconduct Policy
Serious Offending Policy
Sexual harassment Policy

Online Safety Guidelines

Email, text, and messaging safety

All users must treat unexpected requests for money, confidential information, passwords, files, or urgent action with
caution.

Warning signs may include:

an unfamiliar or slightly altered email address;

an unusual change in writing style;

urgency or pressure;

a request for secrecy;

unexpected attachments or links;

requests to purchase gift cards;

altered supplier bank details;

requests to bypass normal approval processes;

requests for passwords, verification codes, or banking credentials; or
messages claiming that the sender cannot be contacted by telephone.

A person receiving a suspicious request must:

not click links, open attachments, reply, transfer funds, or disclose information;

verify the request using a known and independent contact method;

contact the person or organisation through an existing phone number or official website;
report the message promptly; and

retain the message if requested for investigation rather than forwarding it widely.
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Staff, leaders, and volunteers must never ask another person to send passwords, security codes, PINs, or full
payment-card details by email, text, or social media message.

Financial and payment security

A. Prohibited information

The following information must not be requested or sent through ordinary email, text message, or social media
messaging:



full credit or debit card numbers;

card security codes;

internet banking passwords;

online banking login details;

PINS;

multi-factor authentication codes;

account recovery codes;

complete copies of identity documents, unless an approved secure process is used; or
other credentials that could allow access to a person’s financial accounts.

B. Payment and bank-detail changes

No payment, refund, transfer, or supplier bank-account change may be made solely on the basis of an email, text, or
messaging request.

Changes to bank details must be independently verified by:

contacting the supplier or recipient using a previously known telephone number;
speaking with an authorised representative;

recording who completed the verification and when; and

obtaining the approvals required under the church’s financial delegations.

The person verifying a bank-detail change should not rely on a phone number contained only in the change request.

C. Financial approval controls
Where practicable:

at least two authorised people must approve significant payments;

the person entering a new payee should not be the sole approver of the payment;
banking access should be limited to the minimum number of authorised people;
individual login credentials must not be shared; and

bank and payment records must be reviewed regularly for unusual activity.

D. Password Protocols
People with access to church systems must:

use a unique password or passphrase for each important church account;
use passwords that are difficult to guess;

use an approved password manager where one is provided;

enable multi-factor authentication wherever available;

never share passwords or authentication codes;

avoid saving passwords in browsers on shared or public devices;
change passwords promptly where compromise is known or suspected;
keep account-recovery information current;

log out of shared devices;

lock devices when unattended; and

not approve an unexpected multi-factor authentication prompt.

Shared accounts should be avoided. Where a shared account is operationally necessary, access must be authorised,
documented, controlled through an approved password-management process, and changed when an authorised
person leaves their role.

Artificial Intelligence



Confidential, personal, pastoral, employment, safeguarding, donor, financial, or commercially sensitive
information must not be entered into publicly accessible artificial-intelligence tools unless the tool has been
formally approved and appropriate privacy and contractual protections are in place.

Al-generated content must be checked by an authorised person before publication or use.
Users remain responsible for:

factual accuracy;

privacy and confidentiality;

copyright compliance;

bias or harmful content;

theological and pastoral appropriateness; and
decisions made using Al-assisted material.

Al tools must not be used as the sole decision-maker for employment, safeguarding, pastoral-care, financial-
assistance, or disciplinary decisions.

Incident Response
The following must be reported immediately or as soon as possible:

suspected phishing or scam messages;

suspected impersonation;

an incorrect recipient receiving confidential information;
lost or stolen devices;

unauthorised access;

unusual login notifications;

malware or ransomware;

compromised passwords;

accidental deletion or loss of information;

harmful digital communications;

unauthorised social media posts;

fraudulent or altered payment instructions;

disclosure of confidential information;

suspected privacy breaches; and

any other event that may place people, information, finances, ministry, or the church’s reputation at
risk.

Reports should be made to:

the Church Administrator;

the Privacy and Digital Safety Officer;

the Senior Pastor; or

an Elder or Trustee where the report concerns another responsible officer.

A person must not delay reporting because they are embarrassed, uncertain, or believe they may have made a
mistake.

No person will be disadvantaged for reporting a genuine concern in good faith.
When an incident is reported, the church will, as appropriate:
1. protect people from immediate harm;

2. containtheincident;
3. disconnect affected devices where necessary;



preserve relevant evidence;
reset or disable compromised accounts;
contact banks or payment providers;
assess what information or systems are affected;
determine whether personal information has been involved;
assess whether the privacy breach is notifiable;
. notify affected people and the Office of the Privacy Commissioner where legally required;
. contact Police, Netsafe, the National Cyber Security Centre, insurers, legal advisers, technology
providers, or other authorities where appropriate;
12. document the incident and decisions made;
13. restore systems safely;
14. review the cause of the incident; and
15. implement improvements to reduce the likelihood of recurrence.
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Only an authorised spokesperson may communicate publicly about a significant incident.
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