Taupo Baptist Church Privacy Policy

1. Purpose

1.1.

1.2.

While performing your duties, members of the congregation or other people connected with Taupo Baptist
Church may disclose personal information to you.

The purpose of this policy is to is to set out what we expect of you, and what the law requires, in relation to
dealing with personal information.

2. What is personal information?

2.1.

2.2.

2.3.

2.4.

When we talk about personal information, we are referring to personal information as defined by the Privacy
Act 2020. Personal information is “information about an identifiable individual”.

Personal information can be very broad — it is any information which tells us something about a specific
individual. Some personal information can be particularly sensitive, such as medical information. It also includes,
for example, how much information a person tithes or gives to the church.

The information does not need to name the individual, as long as they are identifiable in other ways (for
example, their address, phone number, a description of the person that is recognizable, etc). Personal
information can be in a number of forms including physical or digital.

Examples of personal information include:

e Addresses

e Phone numbers

e Tithing amount in our financial statements

e Text messages

e Photographs

e Videos

e Scans

e Email addresses

e Emails

e Social media profiles or posts

e Notes

e letters

e Something somebody tells you, including verbally
e Information you know about somebody, even if it is not recorded

3. Privacy Officer

3.1.

The senior pastor is appointed as our Privacy Officer. Our Privacy Officer will help Taupo Baptist Church deal
with any issues that arise under the Privacy Act 2020.

4. Our expectations regarding personal information

4.1.

Taupo Baptist Church must adhere to the Privacy Act 2020. As an employee or volunteer of Taupo Baptist
Church you will encounter personal information during your duties personally or on behalf of Taupo Baptist
Church.



4.2.

4.3.

4.4.

4.5.

For example, a congregation member may verbally tell you personal information, or you may take a photo at
church which includes people. You might take notes which reference a specific person, or incidentally overhear
a conversation.

As an employee or volunteer of Taupo Baptist Church it is important that you recognise when you encounter
personal information and you ensure this is treated in accordance with the Privacy Act 2020. We expect the
following:

a) Personal information must not be collected unless it is connected to the activities of Taupo
Baptist Church and needs to be collected for carrying out that purpose.

b) Any personal information should be collected directly from the person concerned. The person
needs to be told that the information is being collected and why.

c) Taupo Baptist Church will store any personal information securely. If you collect any personal
information, please pass it on to the appropriate internal person.

d) Personal information must not be kept longer than necessary.
e) Personal information must not be disclosed, except in specific circumstances.

Personal information collected on behalf of Taupo Baptist Church may be disclosed internally, for example, to
other Taupo Baptist Church staff or leadership, as long as that disclosure is necessary. For example, if you take
photos at church intended for use in promotional material (with people’s consent), you can pass this on to the
appropriate person.

If you are in possession of personal information and unsure what to do with it, please contact the senior pastor
in the first instance for advice.
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Taupo Baptist Church Privacy Procedures

These procedures are to supplement and serve the Taupo Baptist Church Privacy Policy.
1. Introduction

Taupo Baptist Church is committed, as a matter of Christian integrity, to ensure that information gathered on or about
its staff, members, attendees and visitors is properly gathered and recorded, and remains confidential to those entitled
to see and use it. It is also our commitment to ensure that information is correctly and efficiently disseminated to
those entitled to it. This policy is written in the light of the Privacy Act 2020 and is binding on all staff and others within
our church who have genuine need to access it.

At TAUPO BAPTIST CHURCH, the Senior Pastor is the Privacy Officer and it is his responsibility to ensure this Code of
Practice is distributed and put into practice.

2. Collection and Use of Information
A. Key principle

Data can only be used for the purposes for which it was gathered. This reflects the biblical virtues of honesty and
truthfulness.

B. Details of Collection

When collecting personal information about people we will:

e ensure all clients are to advised, by notice or email that information is being collected

e ensure the information is accurate and available on request to the client

e collect information directly from the individual concerned except in the case of children where we will
generally obtain the information from parents, since biblically, parents are responsible for their children

e only collect it for the lawful purpose of the church

e only collect information that is necessary for those purposes

e alert parents when we are collecting information about children and ensure that the individual or parents
are aware of how the information is being collected, what is being done with it and who will see it

e make sure that only those who have responsibility for a client or a client's children are able to view the
information collected.

We will not:

e collect information by any unlawful or unfair means (for example recording children without their
knowledge)

e collect or record information about anybody divulged to us by others

e collect information from third parties without the express permission of the client, except that information
on children may most certainly be collected from parents and staff

e divulge information to people that do not need this information for church purposes

C. Details of Use

TAUPO BAPTIST CHURCH will only use information for the purposes for which it was collected (e.g. photos of a
student may have been used for a wall display, but further permission would be needed to use for promotional
advertising)

3. Storage and Security

4.6. A.Key principle



It is our obligation to take care of personal information held. We put in place reasonable measures to avoid loss of
information or unauthorised access or use.

4.7. B. Security

There is a duty on staff and all in leadership to ensure records are not left where others may have easy access
(deliberate or accidental) to them.

Physical security:

e Lockable filing cabinets or locked offices are used to store sensitive paper information.

e Sensitive information taken home by staff or ministry leaders needs to be kept in secure parts of the home.

e All personal information, including any notes are to be stored in some form of closed file as is appropriate
and no one has access to any closed file unless specifically authorised.

e People will not remove records from our premises without proper cause.

e When information is taken from our premises, whoever takes it has a duty to protect that information from
loss, or disclosure to anyone else. Particular care must be taken with information held at somebody’s home
or being transported between the home and church.

Electronic security:

e Cloud storage of data — assurance from IT provider that the cloud storage is secure against hacking or other
cyber-infiltration.

e Staff and other leaders have access permissions appropriate to their job.

e Our IT systems are set up so that all users are instructed not to share or write down their password.

Computer users must follow strict security protocols:

e Always set and use passwords

e Computer records are kept on password-protected cloud files rather than on the laptop hard drive.

e Password protected desktop and laptop computers are locked when staff are not in the room (Log off or lock
screen (Windows L) ).

e Laptops taken home by staff must only be used by those same staff and not left unattended unless logged
off or switched off.

e Staff must be aware of when to use CC (carbon copy) and BCC (blind carbon copy) when sending and
responding to emails.

Operational security:

e We restrict access to personal information to appropriate staff
e We do not use track and trace systems to identify who has been accessing confidential and sensitive
information.

Security of transmission:
e Staff commit to careful use of temporary storage places.
e Careful use of group emails and spreadsheets (especially sensitive email attachments).
e Very sensitive information ought to not be emailed.
¢ When sending information overseas TAUPO BAPTIST CHURCH must ensure that sensitive or personal
information is protected by standards of privacy that are comparable to New Zealand privacy standards.

Reviewing, Updating and Disposal of Information
A. Key principle



TAUPO BAPTIST CHURCH will not keep a person’s information for longer than is necessary. Although there is no set
timeframe in the Privacy Act, once Taupo Baptist Church no longer has a lawful purpose to hold on to the
information, it will be safely and discretely destroyed or returned to its owner.

B. Reviewing and Up-Dating Records

Purged records may be stored in an archive. Requests for information are made on occasions by people many years
after they have left a church. No termination date is therefore set on archives; once all legal obligations for retention
of records has been fulfilled, the church will exercise its discretion on retention of appropriate records. Indemnity
forms, and academic records relating to qualifications for further education or training or employment will be retained
for a minimum of seven years. It should be noted however that all the provisions for protection of privacy prevail so
long as records are retained.

C. Disposing of Information

It is an offence to destroy personal information, knowing that a request has been made to access it. The penalty
for these offences is a fine of up to $10,000. TAUPO BAPTIST CHURCH staff, elders or other leaders will not destroy
any information that would otherwise be kept in order to pervert the course of justice or prevent rightful recipients
from obtaining that information.

e Electronic records will be deleted properly to ensure the information cannot be retrieved.
e Paper records of a sensitive nature must be shredded.
e Financial records must be kept for a minimum of seven years and then can be shredded.

5. Disclosure of Information
A. Introduction

No information may be released to any other agency, or to any person not a staff member of Taupo Baptist Church,
without the express permission of the Privacy Officer. In general, such requests will be declined unless there is express
permission from the client. In all cases when information is sought by another school or similar agency, the school will
be referred directly to the client who as a matter of policy normally has all relevant information. Whenever
information is passed to another person or agency we will take reasonable steps to ensure that they will not make
unauthorised use or disclosure of the information.

B. When We Might Not Release Information

To Outside Agencies

e Disclosure of information of a student to authorities or agencies might be withheld if the parents request that
it be withheld — provided this does not compromise the health and/or safety of the student.

e If information is being sought under the Official Information Act it can be denied because churches are not
government entities.

To Parents

The most relevant grounds for Taupo Baptist Church to withhold information about children from their parents
would be:
e The information is an evaluation or an opinion.
e |If disclosing information was considered a threat to the health and wellbeing of the child or teen (this would be
only in extreme circumstances). For example, if a parent was likely to become abusive towards their child.
e Finformation about a child was intrinsically and inseparably linked to information about other people..
e The Privacy Officer may withhold information from children when it is evident, having due regard to the age of
the child, it may be so misunderstood, applied or used as to be to the detriment of the child. In general, only



the most basic data should be given to children under 12 years of age, while discretion should be exercised
with regard to children between 12 and 16 years of age.

C. When We Do Release/Disclose Information

e Taupo Baptist Church posts photographs and accounts of events on our website and on our Facebook page
(not accessible to the wider community). If this involves children the permission must be obtained from
parents.

D. Releasing Information to An Individual

Key principle

Any person has the right to ask a church if it holds information about them, and in most cases, to have access to that
information.

Taupo Baptist Church will respond no later than 20 working days after receiving the request. The request can be
made in writing or orally. Personal information will be supplied except in certain circumstances. Information might
be withheld under the Privacy Act in certain cases that could include:

e Disclosure will mean the unwarranted disclosure of the affairs of another person.

e Disclosure will mean a breach of legal professional privilege. For example, TAUPO BAPTIST CHURCH might
withhold its lawyer’s legal advice with respect to a court order or trespass order.

e Disclosure is contrary to the interests of an individual under the age of 16. For example, TAUPO BAPTIST
CHURCH might withhold somebody’s personal information if they are under the age of 16, if it is contrary to his
or her interests.

E. Disclosure of Information

Key principle

Information held by the church about a child may generally be disclosed to the parents of that child, on the initiative of
the church or the parents.

e Information gathered from parents, and any other properly authorised party, will not be disclosed to children.

e Private information about families will not be disclosed to other families (parents, caregivers, or students) by
TAUPO BAPTIST CHURCH. For example, if one parent asks a leader for the phone number of another parent this
will not be supplied as it is a breach of privacy.

F. Disclosure of Pastoral Information

Key principle

TAUPO BAPTIST CHURCH will look after personal information of children and staff and not release that information to
third parties, unless exceptional circumstances require this, such as the safety of an individual. The Privacy Act allows
us to report concerns if we believe it is necessary to prevent or lessen a serious threat to an individual’s safety or
wellbeing or for law enforcement purposes.

Pastors, administrators, and ministry leaders can become privy to information about a child’s wellbeing. Privacy is to
be respected except in situations where:

a. The wellbeing of the child is put at risk and for safety’ sake other parties need to be informed.
b. The parents request information and there is no extenuating concern (such as a suspicion of abuse at home).
c. The church believes parents ought to be informed of a situation.



Staff and ministry leaders are required to inform the Privacy Officer of personal information that might otherwise be
kept confidential if that information is likely to be important in protecting or ensuring the health and /or safety of an
individual. Under the Oranga Tamariki Act, if leaders have concerns about a child’s safety or wellbeing, they

can report this to an appropriate person or agency (like Police or Oranga Tamariki). They must also inform the
Children’s Advocate. See the Child Protection Policy.

6. Accessing and Correcting Information
A. Key Principles

e Any person has the right to ask a church to correct any of the information held about them.
e No information passed to any person may include information about any other person. Staff and ministry
leaders have a duty to protect the privacy of others in all conversations.

B. Releasing Information

TAUPO BAPTIST CHURCH will pass to clients as much of the information we collect as is reasonably possible.

C. Declining to Release Information

When the employee believes that it might be improper to release particular information, or where the information is
not readily available for release, that matter is to be referred to the Privacy Officer within five working days. The
Privacy Officer will determine the matter and advise the person within a further 10 working days.

Requests for information will be declined if it is likely to be prejudicial or if the information cannot be obtained, and
only information relating to the person requesting it or his/her children will be released. Normally a request for
information will be responded to by offering the person the opportunity to read it. Where copies or transcripts are
requested the cost of obtaining these may be charged to the person

In the case of legally separated parents, unless there is some court ordered restriction placed on a separated parent,
all natural parents have the right to information about their children. However, because of the sensitivity of such
situations, all such requests must be referred to the Privacy Officer.

D. Correcting Information

If clients believe the information TAUPO BAPTIST CHURCH holds is incorrect they may request a correction. All such
requests are to be referred to the Privacy Officer who may agree to a correction or refuse. Itisinthe church’s interests
to have the most accurate and appropriate information available, and the Privacy Officer is therefore bound to give
any request for correction of information due consideration; however a correction will only be made where the Privacy
Officer is of the opinion that the correction is correct and appropriate.

In the event of a request for a correction being declined, the client has the right to ask that a notice be attached to the
information recording his or her dissent. Such a notice is to be attached in such a manner as to ensure any person
properly accessing that information will be made aware of the correction. Normally the notice can be entered directly
into the record (paper or computer) so that it can be seen by anyone viewing the information. Where this is not
practical, a “flag” of some form must be attached to the information indicating that a notice of dissent has been filed
and where it is located: any such notice must be filed as close to the information concerned as is practicable.

7. Database for the Distribution of Information

To enable us to keep interested people advised of our mission, needs, services and product, we have a data-base. This
may contain details normally found in the public domain (such as names and addresses), a record of past inquiries,



and any other information collected directly from them, that will help identify the sorts of information most
appropriate to be sent to them. This information will only be used for the purpose for which the information was
gathered. Neither the data-base nor lists or personal information from it will be sold, leant or given to any other
person or organisation.

8. Breaches of Privacy
A. Notifying the Privacy Commissioner

Any serious breach of privacy requires that the Privacy Commissioner be informed. A serious breach of privacy is
defined as a breach that causes or is likely to cause serious harm.
A serious breach of privacy will also be reported to:

e those whose privacy was breached

e those who received information that they ought not to have received

B. TAUPO BAPTIST CHURCH Notification System

Our system for notifying affected parties following a serious privacy breach is as follows:

1. IfTAUPO BAPTIST CHURCH staff, leaders, or other members or adherents become aware of or suspect a breach
of privacy this will firstly be reported to the Privacy Officer.
2. The Privacy officer will investigate any breach of privacy or suspected breach of privacy. The investigation
must ascertain:
a. How the breach occurred.
b. Why the breach occurred.
¢. Which persons have received information that breached privacy of others.
d. What steps can and will be taken to remedy the situation (such as retrieve and destroy information
that ought not to have been distributed) and who will have responsibility to do this.
e. What changes in policy and / or procedure must be made in order to reduce the likelihood of such an
event recurring.
3. Those whose privacy has been breached will then be informed by the Privacy Officer.
Those who received information inappropriately will be asked to return it or destroy it.
5. Those who are responsible for the breach of privacy will be investigated thoroughly and disciplinary action or
professional development action taken.
6. The Privacy Commissioner will be informed of the privacy breach and of the steps taken as outlined above.

E
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